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Purpose

This learning guide provides detailed instructions on how to navigate the Forgot Password process. To
complement this guide, a Forgot Password video and job aid are available on Xchange.
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Accessing the Forgot Password Page

To ensure that users start the Forgot Password process from a trusted source, your financial institution’s
IT team or digital product managers should tether the password reset page directly to the institution’s
main website to reduce confusion and security risks. The URL should also open Create or Configure
Digital in a new browser tab. The Forgot Password link should be on the sign-in page.

To access the Forgot Password process, the user should:

1. Select the Forgot Password link located

on the online banking Sign-on Page.
ﬁ First Financial

FDIC 01 insureci- Backed by the full faith end credit of the .5, Government.

Password

Forgot Password? | G

Register Supported Browsers
En espafiol Chat
Privacy Policy Disclaimer

Sign In Problems FAQ

Entering Required Data for Identification

After selecting the Forgot Password link, the user will be directed to a page that contains several fields to
fill in.This allows the system to match data entered to the data on the core banking system to confirm
identification.

The user should follow the steps below to enter the required data to identify themselves. :
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@ Required fields must be an exact match to information held in the systems of record.

1. The user completes the required fields:

ﬁ First Financial

a. Online Banking User ID —
Matched to the Create or Configure
Digital database

Forgot Password

Required fields:

User 1D, Email Address, and one of the Optional fields

User ID

\ —

b. Email Address —
Matched to the core

Last Name (Optional)

Email Address

Mobile Phone (Optional)

2. The user completes at least one of the

optional fields: Forgot Password

Required fields:

User ID, Email Address, and one of the Optional fields

a. Last Name

User ID

Last Name (Optional)
b. Mobile Phone Number [ e
Email Address
(
Mobile Phone (Optional) P
( -
e
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3. Select Search.

Forgot Password

Required fields:
User |D, Email Address, and one of the Optional fields

UserID

Last Name (Optional)

Email Address

Mobile Phone (Optional)

Cancel Submit

Identification Scoring System

All fields on the screen have a weighted score. The user must achieve an accumulated threshold score
based on information in the fields matching correctly. The score is based on how difficult the data is to
obtain if you are not the owner of the data.

@ All fields on the screen have a weighted score. The user must achieve an accumulated
threshold score based on information in the fields matchina correctlv.

1. The configuration requires:
Forgot Password

a. 100% match on all required fields Required fields:

User ID, Email Address, and one of the Optional fields
b. A match on at least one of the

optional fields

User D

c. Acceptable score from the system

Last Name (Optional)

Email Address

Maobile Phone (Optional)

=
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Unsuccessful Sign-on

When a user enters incorrect data, the system will return an error message.

Required Fields missing

If required fields are missing, the error message may request data for the specific missing field.

Example: The user completes the user ID and Last Name fields and leaves the Email Address
field blank. The system returns a message requesting the specific missing field.

Financial

A Please enter the missing field(s): Email Address.

Forgot Password
Required fields:
User ID, Email Address, and one of the Optional fields

User ID

DemotestuserS

Last Name (Optional)

WASHINGTON

Email Address

Mobile Phone (Optional)

S
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Optional Fields Missing

When the user completes the user ID and Email fields but does not enter any optional fields, the system
returns a message; “We were unable to validate your information. Ensure the information you have
entered is accurate

Note: The error message is deliberately vague to prevent an unauthorized person from knowing what
information was not validated. In this case, the accumulated score is not enough because only two
required data fields were completed.

A We were unable to validate your information. Ensure the
information you have entered is accurate

Forgot Password

Required fields:

User ID, Email Address, and one of the Optional fields

User ID

DemotestuserS

Last Name (Optional)

Email Address

jhulbert@fiserv.com

Mobile Phone (Optional)
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Successful Sign-on

When the three data fields are completed and verified correctly, the score value exceeds the threshold
limit to pass. The user will be presented with the second level of security, the SecureNow One Time PIN

(OTP) challenge.

The SecureNow One-Time PIN
(OTP) Challenge displays

b. The user chooses how they want to
receive their PIN:
1. Text Message
2. Phone Call (Voice Call)

c. The user must have access to the
phone number they select from the
drop-down menu

d. |If the user is not able to access any
of the listed phone numbers, they
should select the | Can’t Be
Reached At Any Of These
Numbers to return to the Online
Banking Login page

2. The user enters the PIN received by
text or call on their phone in the
Confirmation Code field of the Identity
Verification page

Select Submit

Identity Verification

As a security precaution, we need to verify your identity before you can proceed. This
quick process helps us keep your account safe.

Please choose one of the following options.
Send me a text message

We will send you a text message with @ confirmation code

~

| (00¢) X:%-6829

Send Me A Text Message

Call my phone

We will call you and provide a confirmation code

| () 300%-6829
Call My Phone

( Can't Be Reached At Any Of These Numbers j [ Cancel j

Why am | being asked this?

Identity Verification

We are sending a text message 1o the mobile number you selected. Pleae enter the
«<ode contained In the text message.

#Confirmation Code

11561774

Why am | being asked this?

This is a verification code
you have requested:
1561774

Reply HELP or call
1-888-243-2543 for help

Reply STOP to cancel

Msg&Data rates may

+  TextMessage - SMS

For One-Time PIN authentication, financial institutions should test both text and phone
methods to ensure that they work correctly.
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Reset Password

When the One-Time PIN code is verified, the user is directed to the password reset screen.

1. The user follows the prompts to set a
new password

Forgot Password

Password

Confirm Password

[

2. The password must meet the
requirements:

Forgot Password

a. 12-32 characters long

b. At least one lower case letter Password

c. Atleast one uppercase letter

d. Atleast one number | ’
Confirm Password

Confirm the Password

Select Set Password

m
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3. When the user’s password has been

reset successfully, the Account

Summary page displays View, pay, and manage your credit and debit cards.

Note: If the user's account is locked Account Summary

due to too many failed login attempts,

going through the forgot password . piomrizerase

process will automatically unlock the
RETIREMENT PLUS - Ale $400,005.00

account. etatle Sizncn
PRIME $7.231,222.16
REGULAR $3,304.19
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Key Points to Remember

@ Required fields must be an exact match to information held in the systems of record.

@ All fields on the screen have a weighted score. The user must achieve an accumulated
threshold score based on information in the fields matchina correctlv.

For One-Time PIN authentication, financial institutions should test both text and phone
methods to ensure that they work correctly.
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