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SecureNow Soft Tokens - Business User Soft Token Activation

Purpose

This learning guide provides detailed instructions on how business users activate assigned soft tokens.
To complement this guide, a Business Banking Authentication: SecureNow Soft Tokens — Business User
Soft Token Activation video and job aid are available on Xchange.
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SecureNow Soft Tokens - Business User Activation

A soft token is an additional layer of security to the login process or a step-up authentication when
performing ACH or wire transactions. The soft token app resides on the user's phone or mobile device
and when they open the app on their phone, they receive a one-time code to secure the transaction.

If the Business user is assigned a soft token license, they may be challenged at each login and may be
required to authenticate it with a soft token. Business users may also be challenged when they initiate an
ACH batch or wire transaction.

Once the FI has assigned the soft token license to the business user, the business user will be prompted
to activate the soft token upon their next login to Create or Configure Digital. To learn how an Fl assigns a
soft token license to a user, see the resources in Xchange entitled Business Banking Authentication:
SecureNow Soft Tokens.

After the soft token license has been assigned, the business user will be prompted to register
their token at their next log in to Create or Configure Digital.

The activation process is a one-time event to connect the soft token license with the user’s
mobile device. After the intial setup, subsequent logins will not require the activation step,

To complete the token registration process, the business user will need access to Create or
Configure Digital, their desktop, and their mobile device at the same time.

Downloading OneSpan App to Mobile Device

The user newly assigned a soft token license should follow the steps below to download the OneSpan
app to their phone or mobile device:
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1. Login to the Business Portal of
Configure Digital or Create Digital on
using the desktop computer. Have the
mobile device to connect ready.

R First Financial

2. The Identity Verification screen displays
prompting the user to request a code by
text or phone call.
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3. The user selects the Send me a text
message or Call my phone button,
based on their preference_ A3 3 security precaution, we need to vertfy your identtty before you can proceed. This

quick pracass helps us kaep your account safe.

Identity Verification

Please cheose one of the fallewing options.
Send me 3 text message

We will 5END YOU @ (X MESSage with a confirmation code

{00 3006829

€all my phone

W wil call you and provide 3 confirmarion cane

 Resenea at Ay Orese Numbers | | cance

Vihy am | being asked this?

4. The authentication code will be provided
on the device through a text message or
a phone call, as requested. The user
will open the text message or answer
the phone call.

Cronometer — Music

Q Search

h 15 2
1

| ) o
y
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5. Enter the authentication code provided in the Confirmation Code data field. Then Select Submit.

We are sending a text message to the mobile number you selected. Please enter the

code contained in the text message.

* Confirmation Code

56892876

oy
A y

Why am | being asked this?

3187 T
</
95416 >
Reply HELP or call

1-888-243-2543 for help

Reply STOP to cancel

Msg&Data rates may
apply

This is a verification code
ou have requested:
56892876

Reply HELP or call
1-888-243-2543 for help

Reply STOP to cancel

Msg&Data rates may
apply

The sender is not in your contact list.
Report Junk

+ | Text Message - SMS
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6. The Register Tokens view displays I
activation instructions and QR codes for
iPhone or Android devices .

7. On Mobile Device: Open the camera

app and scan the appropriate QR code
displayed on the screen, either the
Apple store or Google store, based on
user’s device type.
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8. Select the link displayed on the phone
to access the app store. Find the
OneSpan Mobile Authenticator in the

VIDED PHOTO PORTRAI

0. Follow the instructions to download and
install the app to the mobile device. . 9:57
< Today
OneSpan Mobile
Authenticator
U Finance
@ th
4.8 4+ =
Y%k Wk VYearsOld Finance 'On
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10. Select Open or tap the app’s icon on
the home screen to open the app.

OneSpan Mobile
Authenticator
Finance

4.8 a4+ =
Yk ¥k YearsOld Finance 'On

Soft Token Activation

Once the OneSpan app has been downloaded, the user continues to activate the soft token on their
device.

1. On the desktop: from the Register Tokens screen, select Continue.

GETITON

® Google Play

'd Y
Cancel Continue
M A
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2. The Register Tokens screen with instructions and a Cronto image displays:

Register Tokens

Instructions

1. Activate DIGIPASS on your mobile device.

2. Follow the directions on your mobile device to activate a2 DIGIPASS.

3. 5can the image presented below. This is known as a Cronto image.

4, If requested, follow directions on your phone to create a PIN. You will need the PIN every time you need to request an authentication code.
5. The app will return a registration code. Enter the registration code below.

6. Create a nickname for your device.

Scan the image presented below, and press "Register”.

d .
S 8088 0 & & & L8800 oe @

Enter the Registration Code provided by the DIGIPASS app.

* Registration Code

E )

Please enter a descriptive name to identify your mobile device.

* Device Nickname
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3. On the Mobile Device with the OneSpan
app open, select the Activate Account mpgff
button.
Authenticator
Make sign-ins more secure
Get started by activating your account
Activate account =
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4. Select the Scan button.

10:05
< App Store
< Back

Activate account

Scan your code
Begin the activation process by visiting the
activation web page and scanning its
Cronto code.
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5. Open the camera app to scan the
Cronto image on the desktop. 4067
Register Tdk'es
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6. On the Mobile Device, select

Authenticate. 10:07

4 App Store

< Back

Activate account

Authenticate to continue
Help us confirm your identity by using face
or fingerprint recognition.
o Authenticate
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fiserv.

If requested, provide a Personal
Identification Number (PIN). The
PIN will be needed each time an
authentication code is requested.

NOTE: A PIN is needed if biometric
identification, such as fingerprints or
face identification, is not enabled on
the device. If enabled, biometric
identification will be requested.

10:08 ¥

- App Stare

< Back

Activate account

9

SetaPIN

Create a PIN to ensure that only you can
access the Authenticator app.

TN
it Create PIN
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8. Desktop: Enter the registration code in the Registration Code field.

Register Tokens

Instructions 1013 ¥

« App Stare.

< Back

1. Activate DIGIPASS on your maobile device.
2. Follow the directions on your mobile device to activate a DIGIPASS
3. Scan the image presented below. This is known as a Cronto image.

4, If requested, follow directions on your phone to create a PIN. You will need the PIN every time you need to request an authentication code, Actlvate accou nt

5. The app will return a ion code. Enter the reg 1 code below.

6. Create a nickname for your device.
Register your device

Enter the following code on the web page
98879947820

Scan the Cronto code that th
Enter the Registration Code provided by the DIGIPASS app. can the Lron va:b Eags sppears on e

* Registration Code
| 9ss79947820 |
[Ease enter a 0esCriptVe name o 10entity your mobie device.
= Device Nickname
[ Scan and register
| PTiphone

Scan the image presented below, and press “Register”.

9. Enter a nickname for the mobile
device in the Device Nickname
field.

* Device Nickname

| PTiphone e——

= -]

Then, select the Register button
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10. Desktop: A second Cronto image is displayed. Mobile Device: Select the Scan and Register button.
Scan the second Cronto image with the phone.

Register Tokens 10:25
& Back

Instructions

1. Follow the instructions in the DIGIPASS app to scan the second Cronto image. ACtlvate aCCOU nt

2. 5can the Cronto image presented below.
3. Follow the instructions on your mobile device to complete the registration. The app will return an Activation Signature. Enter the signature below.

Scan the image presented below, and press "Activate”. Return to your mobile device and follow the instructions in the DIGIPASS app-

Register your device

Enter the following code on the web page

98879947820

¥

Scan the Cronta cade that appears on the
wieb page.

Please enter the Activation Signature provided by the DIGIPASS app.

+ Activation Signature

Scan and register

11. Mobile Device: A code displays. This is the activation signature. Desktop: Enter the code in the
Activation Signature field. Then, select the Activate button.

Register Tokens 10:28 Y -1

. < Back Done
Instructions

1. Follow the instructions in the DIGIPASS app to scan the second Cronto image. ACtlvate account

2.5can the Cronto image presented below.

3. Follow the instructions on your mobile device to complete the registration. The app will return an Activation Signature. Enter the signature below.
One last layer of security

Scan the image presented below, and press "Activate”. Return to your mobile device and follow the instructions in the DIGIPASS app.

Enter the following code on the web page.

847697

+

Fallow the steps on the wab page and press
Dene o complete activation,
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12. The confirmation screen is displayed on the desktop. On mobile device, select the Done button in the
upper right corner of the mobile app. Then, on the desktop: Select Continue.

Register Tokens 10:20 ¢ e

Make sure you complete the registration process in the DIGIPASS app. < Back Done

Once you have completed the process in DIGIPASS, your device will be registered. On future logins to Online Banking, you will be prompted to use the DIGIPASS Activate account

app to generate a verification code.

One last layer of security

ST

Enter the following code on the web page.

847697

¥

Follow the steps on the web page and press
Done to complete activation.
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13. The soft token activation should now be
complete for this user. The user is now
able to access Business Banking
through Create or Configure Digital

NOTE: The SecureNow license number
assigned to the user is displayed at the
bottom of the screen. This is the soft
token license number has been
assigned to this user.

896439

—— @ DTA0101791

Soft Token Business User Experience

Once activation has been completed, the user will follow the steps below to authenticate their identity
upon login to Create or Configure Digital.

1. Login to Create or Configure Digital on
the desktop. Be sure to have access to
the mobile device .
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2. The Identity Verification screen
. Identity Verification
displays.
Please use the OneSpan Mobile Authenticator app on your registered device to obtain a
one-time passcode. Enter the passcode to continue.
( )
Why am | being asked this?
3. Open the OneSpan app on the mobile
device.
Suggestions
onespan A
Websites Show More
““¥N Electronic Signature, Cloud
Authentication, Mobile A...
onespan.com
ol [l red BIs (Rt
al s (di it el Th
< E Ed ke B o il i @ <
123 space go
® $
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4, Select the Generate Code button
Security Code
@
Gonerate code
& DTAMDI7Y
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5. Enter the code provided in the appropriate field on the desktop

Identity Verification

Please use the OneSpan Mobile Authenticator app on your registered device to obtain a
one-time passcode. Enter the passcode to continue.

c= | Security Code

Why am | being asked this?

896439

Copy code

& DTAMIOTI
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6. Enter the code provided in the
appropriate field on the desktop Plase use the Onespan Moble Authentctor appon your regstared devie t obiain

2 \I

Identity Verification

10:45 7

Security Code

896439

@ oracioTe

7. Select Submit. i Ve theaen

10:457

Please use the Onespan Mobile Authenticator app on your registered device to obtain a
one-time passcode. Enter the passcode to continue.

Py Security Code

896439

@ orAvioTe

8 After authentication, the home page for [T
the business with Account Summary TG EC T T T R
displays

Payments

o] ©Bills Dua in 30 Days

$108,495.05 ot Due: $1,100.33

atie Balance 3 s
Amount Faie $124.39

Operating - #7643 $406,585.68 Quick Transfer
BuSINess Sweep Checking - #7651 $873,724.03
13351 | Wisshinggon Orchards Arasaie Balance
8 | To
Retall - FIFTY FIVE PLUS $12,210.16 r
12246 | GEORGE WASHINGTON vstotie Blonce
Savings Accounts ameunt
) s
Retail - RETIREMENT PLUS $400,005.00
3212 | GEORGEWASHINGTON Avaaable Balance
Loans
10/1 Adjustable Rate Mortgage $262.451.43 Clesr )
50611 | Waingan Orenars [ —
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Activities that Require Soft Token Authentication

Once SecureNow login defense establishes the user’s habits, it bypasses the login authentication for a
more seamless user experience. However, the activities listed below require additional authentication. If
the user has already authenticated in a session, they usually will not be required to do so again.
1. Change email address
Change password
Change phone number
Forgot password
Register new business or new user
Change User ID

ok wd

Business Activities that Require Soft Token Authentication

Business activities that require additional authentication are:

1. Initiate ACH Batch
2. Initiate Recurring ACH Batches
3. Initiate Single Wire
4. |Initiate Multiple Wires
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Key Points to Remember

After the soft token license has been assigned, the business user will be prompted to register
their token at their next log in to Create or Configure Digital.

The activation process is a one-time event to connect the soft token license with the user’s
mobile device. After the intial setup, subsequent logins will not require the activation step,

To complete the token registration process, the business user will need access to Create or
Configure Digital, their desktop, and their mobile device at the same time.
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